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Industry background

ARC (Authorized Release Certificates), also known as Airworthiness
Approval Tags are implemented and required by the Airline industry for
the following reasons:

Used by the manufacturer for conformity determination
Prevent unapproved parts being used
ldentify parts and assure traceability

Currently implemented using paper forms!

e-ARC is the electronic representation of authorized release
certificates.

Defined in ATA SPEC2000 chapter 16
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Industry standards

The ATA SPEC2000 has two relevant chapters
ATA Spec 2000, chapter 16 (Electronic Parts Certification Forms)

This standard represents e-ARC currently used by industry electronically. This
standard was introduced by ATA to cover electronic part certification for the airline
industry.

ATA Spec 42 (Aviation Industry Standards for Digital Information
Security)

The ATA standard for digital security utilizing PKI (Public Key Infrastructure) for
determining the currency and validity of the message sender’s digital certificate.

Both standards are XML based
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Advantages of electronic ARC

Implementing e-ARC using IT technologies offers numerous
advantages:

Higher reliability
Security
Authenticity

Data consistency
Cost reduction
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Product Overview

Data and interface functionality and eCERT cockpit integrated in
SAP ERP

User does not have to change tools and system
Standard SAP ERP functionalities can be used

Integration in SAP modules SD, MM, QM

Sales Order, Outbound Delivery, Transportation,
Purchase Order, Inbound Delivery

Customizing

Can store certificates for each SAP document object (deliveries, inspection
lots,...)

Incoming and outgoing certificates can be stored and viewed
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Product Overview

Digital signature validation performed with SAP SSF functionality
(SSF: Secure Store & Forward)

SAPSECULIB and STRUST store

Support 3rd Party products

Hardware or Software certificates

SAP authorization concept
To identify logged in ERP user

Rule based workflow ensures compliance with regulations
User must review the form before signing
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General Architecture

The eCERT solution contains these main modules

Outbound modules for suppliers
(SAP QA-IDOC, XML conversion and preparation, process integration)

Inbound modules for airlines
(XML conversion, process integration, SAP QA-IDOC)

eCERT Cockpit
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‘ General Architecture

/ SAP ERP
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'Outbound process

= The SAP SD module is customized to create the part certification during
delivery or shipment

SAP ERP
eCERT Outbound modules
IDOC
Interface Sign
(QALITYO02) . signed
Conversion |_, XML . 'éligﬁt;?l?r'g R e% EET XML
to XML Validation (X500, Storage
XMLDSIG)
|
Document Store 3 (Unsigned) |]
Smartform XSLT |
eCERT (XML to (XML to l
App + e e e el e e —_—— PDF) — = HTML) -l
cockpit
PDF ArchiveLink
XML and HTML
ArchiveLink
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‘ Inbound process

= The SAP MM module is customized to link the part certification into the
purchase order and inbound delivery

SAP ERP
eCERT Inbound modules
IDOC
Vi fy Interface
. eri
signed ) (QALITYO02)
eCERT Electronic -
XML
Table N R — XML > Conversion
Storage (X509 Validation to IDOC
XMLDSIG)
I .
I Document Store § 2 (Unsigned)
| Smartform XSLT
| (XML to (XML to eCERT
‘‘‘‘‘‘ — T PDF) |1 HTML) [T T T[T ™7 App +
1 cockpit
PDF
ArchiveLink
XML
and HTML
ArchiveLink
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eCER'T cockpit

Main transaction

SAP ERP
eCERT cockpit
Transactions Tables
Certificate details
cCERT (date, time, user,...)
list B
Certificate data
XML messages
o N
6CERT ATA Partcertificate+Infoset
displa .
play References Previous
certificates

© 2015 warp it AG Page 15 warp 1T




eCERT App - IINEW!!

Mobile App for real paperless process
More mobility for QA user

More mobile support for external services
Check and sign online at container

SAP Fiori ready

Unsigned Certificate

Centifieate Info

AUTHORISED RELEASE (

1. Approving Component Awthority/Country j
EASAFORM 1

Luftfahrt-Bundesamt/iSE

4. Organiration Name and Address
SPLTS

Test Supplier

Balanstrasse 73
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eCERTA

eCERT list
Solution VPN
M —_—
cockpit
SAP HANA Cloud + Portal
eCERT App
< HANA Cloud Connector > list | display | sign
SAP ERP
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eCERT App — Next steps

Presented at ATA eBusiness Forum 2015 in Orlando

In discussion with manufacturers to offer the electronic certificates
as a service for airlines

In test with AMOS (Swiss-AS)

Different apps for different roles
QA inspector at supplier
QA inspector at airline
Airline requesting from manufacturer/supplier

SAP Fiori ready
eCERT on SAP HANA platform as a service
Using SAP HANA Integration service
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Live Demo

SAP business documents and trigger from

Shipment

Document Flow

- 1 LS Ovenseyw I5play documen envice documen 1anal in
& [Hlstat i &y Display d t  Service d ts [If 2 Additional |

Business partner

(2] )2 1]
Document an Status
~ 3 standard Order 0000013971 19.06.2014 Completed

~ B Delivery 0080016249 8.06.2014 Open
* D = Shipment I]I]I]D.I]ﬁ.2|314 In transp. planning

Shipment
Output

5t... [ Qutp..

CO@ ZECF

1
I
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Live Demo

SAP IDOC with extensions

IDoc display Technical short info
= (1 1Doc 0000000000930800

R T Direction 1 Outbox
* [ Data records Total number: 00001€ SLUEEARES 18] ooa
- [2 E1EDKO3 010 Segment 000001 Basic type QALITY02
* D E1EDKOZ 001 Segment 000002 Extension SWARFIT/QRLITYOZ
» [ E1EDKD2 018 Segment 000003 e ZPCE
* D E1EDKDZ2 012 Segrment 000004 Part N 1310
- D[EIEDKO2 078] | Segment 000005 arener e
~ [ E1EDK0Z 080 Segment 000006 Partn. Type ks
J D SYWARPIT/ZATA Segrment 000007 Port S2KEPCF
b D E1TXTH1 Segrment 000008
* D E1ADRM1 AG Segment 000010 Content of selected segment
* D E1ADEM1 LF Segment 000011
i D E1EDLIM Segment 000012
- [ /WARPIT/ZATA Segment 000013 Fid name Fid cont.
* D SWARPIT/ZATA Segment 000014 QUALF 0749 —
E| [WARPIT/ZATA| Segment 000015 BELNE 0oooooL3z4 et
* D E1EDP19 001 |Segment 000016 BOSHER a000a0
v [ status records
DATUM 20140625
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Live Demo

eCERT cockpit

eCERT Certificate Cockpit

-I...-WIIE Bz [B)E -  Cert
T}fpe Supplier | Customer Custu___ CRO SD Doc. Mo. | Delvery Shipment | Creation Date | Cre:

WMTDZUHUElQ—lEElUE I SPLTS 1321 DOODZ 4500017334 13068 80016247 1307 19.06.2014 12:
P SPLTS 1321 DOODZ 4500017334 13968 80016247 1307 19.06.2014 12:

WMTD20140619-131658 P SPLTS 1321 DOODZ  TESTCPOO1 13971 80016249 19.06.2014 13:
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Live Demo

search
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Certificate Search

Search Text: | |
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Live Demo

select

Certificate Tracking Number

WTD20150430-0353925
WTD20150430-085623
WTD20150427-170601
WTD20150427-130024
WTD20150427-130018

WTD20150427-125106
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Certificate List

Part ... Univer...  Univer.. LothMu.. Univer...

SER123
futs]

SER123
45

SER123
43

SER123
45

SER123
43

SER123
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Live Demo

verify and sign

Unsigned Certificate

Luftfahrt-Bundesamt/GE

AUTHORISED RELEASE (:I

EASAFORM 1

4. Organization Name and Add

SPLTS

Test Supplier
Balanstrasse 73
Munich

81541

DE

6. Ttem.

1

© 2015 warp it AG

Page 24




Live Demo

eCERT cockpit step 1

eCERT Certificate Cockpit

-I...-WIIE Bz [B)E -  Cert
T}fpe Supplier | Customer Custu___ CRO SD Doc. Mo. | Delvery Shipment | Creation Date | Cre:

WMTDZUHUElQ—lEElUE I SPLTS 1321 DOODZ 4500017334 13068 80016247 1307 19.06.2014 12:
P SPLTS 1321 DOODZ 4500017334 13968 80016247 1307 19.06.2014 12:

WMTD20140619-131658 P SPLTS 1321 DOODZ  TESTCPOO1 13971 80016249 19.06.2014 13:
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Live Demo

eCERT DISPLAY

Part Certificate Reference Display

~ [ PartCertificate
- WMTD20140619-1316 L. Approving Component Authority/Country A'
~ 33 References

- [ OR80349934-00001 Luftfabrt-Bundesamt/EN

4. Orzanisation Name and Address

SPLTS
Test Supplier

<

<?xml version="1.0"?=
- <ATA_PartCertificationForm=
- <Block2>
<CET FVI="ISSUE 1"> EASA Form 1</CET=
</Block2 >
- <Block3>
<TDN> WMTD20140619-131658</TDN >
=/Block3 =
- <Block4=
- =IssuerDetail=
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Live Demo

Sign and Send

eCERT Certificate Cockpit

.'....IWIIE

A—
=IE J]II | [Retrigger nbound |[B3Sign+Send out )|[BIPrev. cert
) ——

“ Type Suppher Customer Custo | CPO S0 Doc. MNo. | Delvery Shipment | Creation Date | Crez
WMTDEUHUEIQ—IEZIUE I SPLTS 1321 DOODE 4500017334 13968 80016247 1307 19.06.2014 123
P SPLTS 1321 DOODZ 4500017334 13968 80016247 1307 19.06.2014 12:2
WMTD20140619-131658 P SPLTS 1321 DOODE  TESTCPOO1 13971 80016249 1324 19.06.2014 13:]

(& Security check

I‘

@ Sign+Send Message WMTD20140619-131658 2
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Live Demo

eCERT cockpit step 2

eCERT Certificate Cockpit

.'....IWIIE ] [B]& - . Cert
Type Supplier | Custorner Custo | CPO S0 Doc. Mo.  Delvery Shipment | Creation Date | Cre:
[WMTDEDHDE-IE‘-IEEID& jI SPLTS 1321 DOODE 4500017334 13968 80016247 1307 19.06.2014 12:;
P SPLTS 1321 DOODF 4500017334 13968 80016247 1307 19.06.2014 12:
WM?DZUHUEIQ—IBIES& P SPLTS 1321 DOODE  TESTCPOOL 13971 80016249 1324 19.06.2014
I SPLTS 1321 DOODE  TESTCPOO1 13971 80016249 1324 19.06.2014

e ——
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Live Demo

eCERT display step 2

Part Certificate Reference Display

> [ InformationSet

- 0-1316
~ &3 References
- ORB0349934-00001
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LApprovias Componeat Authority/Couatry AUTHORISED RELE/

Luftfahrt-Bundesamt/EN EASA FOL

Y

4. Orzanisation Name and Address

—

- «<Reference URI="">
- =Transforms=
<Transform Algorithm="http://www.w3.org/2000 /09 /xmldsig#envelop:
< /Transforms=
< DigestMethod Algorithm="http://www.w3.org/20 00/09/xmldsig#shal"/:-
<DigestValue> 5B3RSYpwMDz4tmjRvebpSemF9xk= </Digestvalue=
< /Reference=
</SignedInfo:
<SignatureValue> NToW5SIxLFQatlrifPa3jZQ5]id8HI52kGD3kDx0ubdl+hF/DX5
yRMvwDRasraXNqL8xyHXX4FzmnzRWS8Y3/THULS3cWtOCKID+AS
V/3dvdQ2n3SUUOGIGzHIvy1LL82ETmWQcOwn1GntiJV+IoiVIK Rmhz9ntwBdM’
- <Keylnfo>
- <X509Data=
«¥509Certificate> MIICWzCCAcSgAwWIBAgIEUgbnUzANBgkqhkiGOwWOBAQUFA
swCQYDVQQGEWIERTEQMA4GAIUECEMHOMF2YXIpYTEPMAOGALUE
BEXMGTXVuaWNoMRMwWEQYDVQQKEWpP3YXIwWIGIOIGFNnMRMwWEQYDVQ

Ol Caarm VWY T T lNT O LMD VD A VNN Cur ©WIAfvisr s D AV D Shoaido
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Example — ATA_InformationSet

<?xml version="1.0" encoding="utf-8"?> <Block5>
<ATA_InformationSet xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance" <CIC>string</CIC>

xsi:noNamespaceSchemalocation="file:///D:/\Warp/Produkte/Part%20Certification/A <CPO>string</CPO>
TA/FIatSchemalATA_PartCertificationForm_I_:Iat.xsd“ version="7283,00" id="ID" <PSN>string</PSN>
xmlns:N1='-‘http://www.w3.org/2000/09/xmId5|g#"> <WON>string</WON>
<PartCert|f|cat!9nData> <MRN>string</MRN>
<CurrentCert|f|c§t§> . . . <BOX>string</BOX>
<ATA_PartCertificationForm version="968,00" id="D"> <CTN>string</CTN>
<Block2> . </Block5>
<CET FVI="string">JAA Form One</CET> <Block6>
</Block2> <LIN>string</LIN>
<Block3> . </Block6>
<TDN>string</TDN> <Block7>
</Block3> <PDT>string</PDT>
<Block4> . </Block7>
<|ssuerDet-a|I> <Block8>
<SPL>str|n‘g</SPL> <MFR>string</MFR>
<WHO>st‘r|ng</\NHO> <PNR>string</PNR>
<ADL>st‘r|ng</ADL> <OPN>string</OPN>
<CIY>str-|ng</CIY> </Block8>
<ZIP>str|r?g</ZIP> <Block10>
<CNT>string</CNT> <QTY UNT="SF">7142</QTY>
<STP>string</STP> </Block10>
<CEN>string</CEN> <Block11>
</IssuerDetail> <UST>string</UST>
<RemotelssuerDetail> </Block11>
<SPL>string</SPL> <Block12>
<WHO>string</WHO> <PSC>TESTED</PSC>
<ADL>string</ADL> </Block12>

<ClY>string</CIY>
<ZIP>string</ZIP>
<CNT>string</CNT>
<STP>string</STP>
<RCN>string</RCN>
</RemotelssuerDetail>
</Block4>
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Example - Signature

<N1:Signature Id="ID">
<N1:Signedinfo Id="ID">
<N1:CanonicalizationMethod Algorithm="http://www.mywebsite.com"/>
<N1:SignatureMethod Algorithm="http://www.mywebsite.com">
<HMACOutputLength>3818</HMACOutputLength>
</N1:SignatureMethod>
<N1:Reference Id="ID" URI="http://www.mywebsite.com" Type="http://www.mywebsite.com">
<N1:Transforms/>
<N1:DigestMethod Algorithm="http://www.mywebsite.com"/>
<N1:DigestValue>string</N1:DigestValue>
</N1:Reference>
</N1:Signedinfo>
<N1:SignatureValue |d="ID">string</N1:SignatureValue>
<N1:KeylInfo Id="ID">
<N1:KeyName>string</N1:KeyName>
</N1:Keylnfo>
<N1:Object Id="ID" MimeType="string" Encoding="http://www.mywebsite.com"/>
</N1:Signature>
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Q&A
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&A
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Contact

Werner Magerl Peter Schéafer

Email: werner.magerl@warp-it.com Email: peter.schaefer@warp-it.com
Phone: +49 8635 69399 08 Phone: +49 8635 69399 07

Fax: + 49 863569399 12 Fax: +49 8635 69399 12

warp IT AG
Ahornweg 5
84568 Pleiskirchen, Germany
www.warp-it.com
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